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when  it  comes  to  discussions  about  youth  and  media.    Parents,  teachers,  law  enforcement, 
politicians, and others fear the worst for children in the context of networked public spaces.  The 
prevalent worry is that environments mediated through technology, where people can interact with 







































suggests  something  quite  different:  many  youth  do  care  about  privacy  and  their  personal 
reputations.  But often, these youth do not have sufficient skills and tools to keep private from 























While  the  Internet  provides  tremendous  opportunities  for  self‐directed  learning  and  creative 






























with  people  they  already  know  from  their  ofﬂine  lives,  using  the  Internet  to  maintain  existing 

























do  not  have  access  to  the  Internet  at  home  may  be  missing  out  on  opportunities  to  develop 
















that  engagement  with  electronic  media  has  great  educational  potential.    A  recent  ethnographic 
study  examined  peer‐based  learning  practices  among  youth,  and  found  that  electronic  media 
provide  the  opportunity  for  intense,  self‐directed,  interest‐driven  study.  11  “Geeking  out”  ‐ 


























traditional  classroom‐based  education.    Yet  it  fosters  important  technological  and  social  skills, 
including  confidence,  leadership,  and  communication.  Youth  also  benefit  from  socializing  in 
digitally mediated environments, learning the social skills necessary to participate in creative and 










students  welcome  online  access  to  library  resources,  their  frustrations  and  challenges  include 
narrowing  down  topics,  sorting  through  results  to  find  relevant  resources,  and  assessing  the 
credibility  of  sources.    Some  critics  are  concerned  that  the  widespread  practice  of  media 
multitasking  impairs  effective  learning.14    These  observations  underscore  the  need  for  more 
effective media literacy education, which we discuss in greater detail below. 
 












consistent  rating  system  challenging.    In  addition,  the  dynamic,  constantly  updated  nature  of 
websites,  coupled  with  ongoing  user‐generated  contributions  like  comments  or  reviews,  raise 
questions about the stability of ratings over time.  As electronic media have diversified, old ratings 
systems  may  no  longer  be  a  good  model.    We  encourage  the  Commission  to  invite  input  from 
researchers  on  the  elements  of  online  media  (such  as  age‐appropriateness,  categories  of 
problematic  content,  accuracy,  credibility,  interactivity,  accessibility,  information  disclosure 












requirements,  security,  moderation  and  community  standards)  relevant  to  creating  clear, 
consistent rating and indexing systems for parents and educators.   
 
Technology  can  generally  improve  educational  curricula  by  enabling  instructors  to  address 




Technology  can  also  play  a  crucial  role  in  making  information  more  accessible  to  youth  with 
disabilities.    For  example,  mobile  devices  (such  as  cell  phones  and  smartphones)  can  facilitate 
communication between hearing impaired students and their teachers and classmates.19  Assistive 
technologies  can  and  should  go  beyond  basic  accessibility,  so  students  have  an  educational 
experience  that  is  not  merely  adequate,  but  enhanced.    Too  often,  concerns  raised  by  market 
participants, including copyright interests, stand in the way of sound new teaching practices to help 
all young people learn.  Likewise, fears around communication technologies often get in the way of 
















































especially  an  issue  of  concern  when  combined  with  insufficient  media  literacy  among  certain 
groups of youth.  The best way to address these issues is through strategies that empower both 
youth and adults and broad‐based education efforts.  There remain areas where future research is 





While  fears  of  adult  predators  using  online  social  network  sites  to  victimize  children  are 
























































to  research  subjects.    As  a  simple  definition,  bullying  includes  those  acts  designed  to  threaten, 
embarrass or humiliate youth.33  The dynamics between bullying that occurs offline are often very 






































such  as  children  who  have  experienced  sexual  or  physical  abuse  or  those  in  poor  home 
environments.42  























































policies  and  in  providing  education  about  online  safety  issues;  to  law  enforcement  for 
training  and  developing  technology  tools,  and  to  enhance  community  policing  efforts 
around  youth  online  safety;  and  to  social  services  and  mental  health  professionals  who 
focus on minors and their families, so that they can extend their expertise to online spaces 
and work with law enforcement and the Internet community to develop a unified approach 





technologies  and  technology  companies  should  provide  researchers  with  appropriately 
anonymized data for studying their practices. 
 
Parents  and  caregivers  should:  educate  themselves  about  the  Internet  and  the  ways  in 
which their children use it, as well as about technology in general; explore and evaluate the 








































studies  also  show  that  teens,  in  fact,  are  often  more  vigilant  than  adults  in  terms  of  privacy‐
protecting  behaviors,  although  they  are  more  likely  to  engage  in  “less  ethical”  approaches  like 
flaming and providing false information.”46  When youth are concerned about risk, they will engage 












































and  reputation  also  vary  considerably  among  youth  themselves.    Age,  gender,  and  Internet 
experience are important variables; research indicates that the most Internet‐savvy, experienced 
users  were  the  most  concerned  about  privacy,  and  the  most  likely  to  take  privacy‐protecting 




































demonstrate  trust  or  to  get  technical  help  with  accounts.60    Social  network  sites  require  the 
disclosure of certain information,61 but studies suggest many public profiles are incomplete.  Public 




Most  relevant  studies  have  looked  at  social  network  site  practices  among  college  students; 
supplementary research on younger children is needed to discover what information they typically 




information  to  disclose  is  part  of  the  dynamic  process  of  defining  identity  for  young  people.67 










































privacy  settings  should  be  complex  enough  to  permit  granular  control  of  personal  information 
within  one’s  various  networks  and  friend  groups,  social  network  hosts  should  also  take 




network  site  providers  should  set  privacy  defaults  that  favor  increased  security  for  personal 










































































































advertisers  become  better  at  blurring  the  boundaries  between  commercial  and  noncommercial 
content, and embedding persuasive messages in social network sites, advergames, and branded 
online  environments  intended  for  younger  and  younger  children.  So  far,  there  is  insufficient 






































filtering  software  installed.85    However,  as  with  other  media,  parents  may  overestimate  the 










































that  most  children  stumble  across  sexual  content  accidentally,  and  that  such  experiences  are 


























































commercial  media  enterprises  and  classic  academic  gate‐keeping  structures.    Consequently, 
characteristics (e.g., the name of the author or the source) that were aimed at signaling certain key 
aspects  of  information  quality  such  as  credibility  and  reliability  in  the  traditional  media 





















users  face.  Educational  strategies  such  as  media  literacy  programs  and  technological  tools  are 
perhaps among the most promising approaches that are worth to be explored in greater detail. 
Specially designed and tailored tech‐tools such as, for instance, kids‐friendly browsers and search 
engines,  peer‐based  recommendation  systems,  reputation  mechanisms,  quality  ratings  and 
certificates, or aggregators might serve as building blocks of a strategy aimed at empowering young 





















information  available  online.  Media  literacy  skills  overlap  with  safety  skills.    Youth  need  more 
support and more skills to develop their own, repeatable processes for assessing credibility and 
reliability of information in digitally‐mediated environments.  For instance, students need to be 
able  to  conduct  effective  web  searches  to  reach  the  information  they  want,  while  avoiding 























                                                 
100 See also p. 5 regarding age and quality rating systems. 
101 Flanagin, A. J., & Metzger, M. (in press). The John D. and Catherine T. MacArthur Foundation series on 
Digital Media and Learning. Cambridge, MA: MIT Press. Some of the study’s results are available at 
http://spotlight.macfound.org/btr/entry/kids_and_credibility/. 
 